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DETAILED ACTION 

Response to Arguments 

1 . Applicant has filed no amendments to the claims 1 -1 7. 

2. With respect to the instant claims Applicant argues that Sandifer combined with 
Hoffman does not obviate the Applicant's invention because Hoffman uses an electronic 
document on a public-access network while Sandifer discloses aircraft-related digital 
documents. Thus, Applicant alleges that Hoffman and Sandifer is nonanalogous art. 
With regard to these allegations examiner points out that it has been held that a prior art 
reference must either be in the field of applicant's endeavor or, if not, then be 
reasonably pertinent to the particular problem with which the applicant was concerned, 
in order to be relied upon as a basis for rejection of the claimed invention. See In re 
Oetiker, 977 F.2d 1443, 24 USPQ2d 1443 (Fed. Cir. 1992). In this case, Sandifer 
teaches a computer based apparatus and method which provide access to complex 
technical information employed to maintain and repair complicated equipment, such as 
aircraft, to enable compliance with regulatory requirements (see background part 2). 
The information is stored in the digital form. Hoffman discloses a system for 
authorization of electronic transmissions (see abstract) also using electronic documents. 
Hoffman teaches that the document is processed by a message digest encoding 
algorithm that generates a message digest code. 

3. With respect to the argument that Hoffman is not relevant to the Sandifer 
disclosure, examiner maintains that one of ordinary skill in the art would have been 
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motivated to generate a digital document, which records aircraft maintenance 
information, and generate a MAC for each of the digital documents as taught in Hoffman 
for verification of the authenticity of the document. This statement clearly demonstrates 
that the combination would work and presents reasonable expectation of success. 

4. Applicant further argues that neither reference discloses encryption such as the 
one claimed. Examiner respectfully disagrees and points out that Hoffman teaches 
digitally signing (i.e. encrypting) the digital document with the key. 

5. Rejection of claim 1-17 are maintained in view of the reason provided herein. 

Claim Rejections - 35 USC § 103 

6. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

7. Claims 1-13 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Sandifer (U.S. Patent No. 6.292.806 B1) in view of Hoffman (U.S. Patent No. 
5.613.012). 

8. Referring to the independent claims 1 and 12, Sandifer discloses a computer aided 
maintenance and repair information system for equipment subject to regulatory 
compliance (see title and Fig 1 .A). Sandifer teaches a computer based apparatus and 
method which provide access to complex technical information employed to maintain 
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and repair complicated equipment, such as aircraft, to enable compliance with 
regulatory requirements (see background part 2). Sandifer also teaches a CD-ROM- 
based computer system, which runs an aircraft maintenance and repair assistance 
program that includes a number of novel features for accessing and managing aircraft 
maintenance and repair information. The use of CD-ROM technology enables the 
system to be economically feasible for both information providers, such as 
manufacturers and governmental agencies, and general aviation maintenance and 
repair operations to transfer to electronic delivery of maintenance and repair 
publications (see summary and Figs. 1 and 26). 

9. Referring to the independent claims 1 and 12, the limitations "generating a digital 
document which records events occurring in maintenance of an aircraft" and "multiple 
digital documents generated by parties involved in maintenance of aircraft" are met by 
user interface (Fig. 26), which allows users to record the information pertaining to the 
aircraft maintenance procedures thereby generating an electronic records or documents 
shown in Fig. 1 B. Referring to claim 12, the limitation "a repository containing within the 
searchable database data items extracted form the digital documents" is met by ATP 
maintenance Information system depicted in Fig. 16 having search capabilities as 
shown in Fig. 11. 

10. Sandifer, however, does not explicitly teach generating a Message 
Authentication Code (MAC) for each digital document. Referring to the instant claims, 
Hoffman discloses a system for authorization of electronic transmissions (see abstract). 
Hoffman teaches that the document is processed by a message digest encoding 
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algorithm that generates a message digest code. One such algorithm is the MD5 
algorithm by RSA, which is well known in the industry. By their nature, message digest 
algorithms are specifically designed so that it is almost impossible to come up with 
another document that generates the same message digest code (see. column 33, lines 
9-11). According to Hoffman, to verify a signature, a message digest for the document 
are first calculated (using RSA's MD5 for instance) and sent along with the document's 
signature tags. The ESD looks up the signature tags and validates the just recently 
calculated message digest against the message digest stored in the database (see Fig. 
22). 

1 1 . Therefore, at the time the invention was made, it would have been obvious to one 
of ordinary skill in the art to generate a digital document which records aircraft 
maintenance information of Sandifer and generate a message digest (i.e. MAC) for 
each of the digital documents as taught in Hoffman. One of ordinary skill in the art would 
have been motivated to generate a digital document which records aircraft maintenance 
information and generate a MAC for each of the digital documents as taught in Hoffman 
for verification of the authenticity of the document. 

12. Referring to claims 2 and 3, the limitations "encrypting the MAC into cipher text" 
and "storing the cipher text and the digital document" are met by Fig.2 of Hoffman. 

1 3. Referring to claim 5, Hoffman teaches recovering the MAC from the cipher text 
and ascertaining validity of the digital document using the MAC (see Fig.2). 

14. Referring to claim 6, the limitation "generating a digital document containing the 
information; applying an algorithm to the digital document, and producing an output; 



Application/Control Number: 09/931 ,348 Page 6 

Art Unit: 2132 

and encrypting the output into cipher text using an encryption key" is met by teaching of 
Hoffman that document to be signed is processed by a message digest encoding 
algorithm that generates a message digest code. The message digest is encoded in 
order to produce a digital signature. Hoffman teaches encryption of the MAC (see Fig. 
2). 

15. Referring to claim 7, Hoffman teaches that no paper document is signed. 

16. Referring to claim 8 and 9, Hoffman teaches the limitation "transmitting the 
cipher text and the digital document over a public-access network to storage location" 
and the limitation "applying the algorithm to the digital document to produce a second 
output and comparing the recovered output with the second output" by depicting it in 
Fig. 2. 

17. Referring to claim 10, Hoffman teaches that information is stored in searchable 
databases (see Fig. 2). 



18. Claims 14-17 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Sandifer (U.S. Patent No. 6.292.806 B1) in view of Hoffman (U.S. Patent No. 5.613.012) 
and further in view of Carlson (U.S. Patent No. 4.004.382). 

1 9. Referring to the instant claims, Sandifer and Hoffman teach the means for 
generating maintenance records of the aircraft in digital format and a system for 
generating a MAC based on the records. Sandifer and Hoffman, however do not teach 
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aircraft being inside the building. Referring to the instant claims, Carlson discloses a 
hangar facility for storage and maintenance of the aircraft (see abstract and Fig. 1). 
20. Therefore at the time the invention was made, it would have been obvious to one of 
ordinary skill in the art to create the means for generating maintenance records of the 
aircraft in digital format and a system for generating a MAC based on the records of 
Sandifer and Hoffman while having the aircraft in maintenance hangar as taught in 
Carlson. One of ordinary skill in the art would have been motivated to create the means 
for generating maintenance records of the aircraft in digital format and a system for 
generating a MAC based on the records .while having the aircraft stationed in the 
maintenance hangar as taught in Carlson for performing the maintenance task away 
from the elements. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Grigory Gurshman whose telephone number is 
(571 )272-3803. The examiner can normally be reached on 9 AM-5:30 PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gilberto Barron can be reached on (571)272-3799. The fax phone number 
for the organization where this application or proceeding is assigned is 703-872-9306. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 




Grigory Gurshman 

Examiner 
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